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NudopmannonHas naMaTKAa JJ15 00y4aOIMXCS ISl pa3MellleHusl Ha
opuIHATBHBIX HHTEPHET-pPecypcax

C KaxIbIM TOJOM MOJIOJCKH B HWHTEPHETE CTAaHOBUTCA OoJibllle, a
IIKOJIBHUKU OJHU M3 CaMbIX AaKTUBHBIX NOjdb30Barenerd PyHera. Mexay Tewm,
MIOMHUMO OTPOMHOTO KOJIMYECTBAa BO3MOXHOCTEH, MHTEPHET HECeT M MPOOJIEeMBbI.
OTa nmamsTKa 10KHA TOMOYb TeOe 0€30MacHO HAaXOUTHCS B CETH.

KoMmnbroTepHbie BUPYCHI

KomnbroTepHblii BUPYC - 3TO Pa3HOBUIHOCTH KOMIBIOTEPHBIX MPOTpPaMM,
OTJIMYUTEIIBHOW OCOOCHHOCTHIO KOTOPOU SIBIISIETCSI CIIOCOOHOCTh K Pa3MHOXKEHUIO.
B pgonosiHeHne K 3TOMY, BUPYChl MOTYT MOBPEIUTH WJIU MOJHOCTHIO YHUYTOXKUTh
Bce (paiiyIbl ¥ JaHHBIE, TOJAKOHTPOJIBHBIC MOJIb30BATEN0, OT UMEHU KOTOPOTO ObLTa
3amyllieHa 3apa)KeHHash NporpaMma, a TakKe MOBPEAUTh WM JaK€ YHUUTOXKHUTh
OTIEPAIIMOHHYI0 CUCTEMY CcO BcemH (paiimamu B 1eioM. B GonbIIMHCTBE ciydaeB
pacpoOCTPaHSIOTCSA BUPYCHI UEPE3 UHTEPHET.

MeToibl 3aIIUTHI OT BPEJIOHOCHBIX ITPOTPAMM:

1. MHcnonb3yihi COBpEMEHHBIE OMNEPALlMOHHBIE CHUCTEMbI, HMEIOILINE
CEpbE3HBbIN YPOBEHb 3AIMUTHI OT BPEAOHOCHBIX TPOTrPAMM;

2. TlocrosHHO ycTaHaBiuBaid mauyTH (IUGPOBBIC 3aIJIATKH, KOTOPHIC
aBTOMATHUYECKH YCTAHABIMBAIOTCS C 1EJIbIO0 JOPAOOTKH MpPOrpaMMbl) U ApyTHE
OOHOBJIEHUS CBOeW omnepaluoHHOW cuctembl. CKauuMBaii UX TOJBKO C
opurmanbHoro  caiita  paszpaborunka OC. Ecimm  cymectByer — pexum
aBTOMAaTHUYE€CKOTO OOHOBJICHHUS, BKJIIOUH €T0;

3. Paboraii Ha cBoeM KOMIBIOTEpE MOJ TMpaBaMH TMOJb30BaTENs, a HE
aIMUHUCTpPATOpa. ITO HE IMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMm
MHCTAJUIMPOBATHCS Ha TBOEM MEPCOHAIIBHOM KOMITBIOTEPE;

4. Hcnonp3yil aHTUBHUPYCHBIE NIPOTpaMMHBIE MPOAYKThI H3BECTHBIX
IPOU3BOUTENIEH, C aBTOMAaTHUECKUM OOHOBJICHHEM 0as3;

5. Orpannub HU3NIECKUIN JOCTYI K KOMITBIOTEPY AJI IOCTOPOHHUX JIUIL;

6. Vcnonp3yit BHEIIHWE HOCUTENN MH(GOpMAIUH, TaKue Kak (Quielika, AUCK
WK (aitn U3 MHTEPHETa, TOJIBKO U3 MPOBEPEHHBIX NCTOYHHUKOB,;

7. He oTkpwiBail KOMMBIOTEPHBIC (HaliIbl, MOJYYCHHBIE W3 HEHAICKHBIX
ucTOuHUKOB. Jlaxke Te (ailybl, KOTOpHIE MPHUCTAN TBOW 3HAKOMBIN. Jlydie yrounu
y HETO0, OTIIPABJISI JIU OH TeOe UX.

Cern WI-FI

Wi-Fi - 310 He BuJ nepeadn JaHHBIX, HE TEXHOJIOTHs, a BCETO JIMIIb OpeHI,
mapka. Eme B 1991 romgy HuaepnaHickas KOMITaHHS 3apeTrUCTpHpoBaia OpeH.
"WECA", uto o6o3Hauano cnoBocodetanue "Wireless Fidelity", xkotopsrii
MepEeBOUTCA Kak "OecrpoBOAHAs TOYHOCTh".

Jlo Hamrero BpeMeHHu Jonuia apyras abopeBuarypa, KOTopas sIBISETCS TaKOH
xe TexHoiorue. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLJIO JaHO C
HAMEKOM Ha CTaHaapT Bbiclied 3BykoBou TexHuku Hi-Fi, uro B mnepeBoje
O3HAYaeT "BBICOKASI TOYHOCTH'".



Jla, GecriiaTHBIN MHTEPHET-AOCTYI B Kade, OTeNsIX U adpornopTax sBISIETCS
OTJINYHOM BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. Ho MHOrMe sKCHepThl CUUTAIOT,
yto obmeaoctynubie Wi-Fi ceTu He siBIsI0TCA 0€30MacHbBIMU.

CoBeThI 10 0€30MacHOCTH pabOTHI B 00IIEAOCTYTHBIX ceTsix Wi-fi:

1. He nepenasaii cBoo TUUHYIO HH(OPMALIHIO Yepe3 oomenoctymnabie Wi-Fi
cetu. PaboTtas B HUX, JKellaTebHO HE BBOJAUTH MAPOJIU JIOCTYIA, JIOTUHBI U KaKue-
TO HOMEPA;

2. Vcnionb3yil 1 OOHOBIIAM aHTUBHPYCHBIE MpPOrpaMMbl U Opanamayep. Tem
CaMbIM ThI 00€30macuIb ce0sl OT 3aKaYKU BUPYCa Ha TBOE YCTPOMCTBO;

3. Ilpu wucnonb3oBanuum Wi-Fi oTkimoun ¢ynkuuio "OOmui 10CTynm K
daiinam u npuntrepam". JlaHHas (QYHKIUS 3aKphITa MO YMOJYAHUIO, OJIHAKO
HEKOTOpbIE MOJIb30BAaTeNIM aKTUBUPYIOT €€ Il y100CTBa UCIIOJIb30BaHUS B paboTe
win yueoe;

4. He wucnons3yét nyonuunbii WI-FI nns mepenmaum nuUYHBIX JaHHBIX,
HaIpuMep sl BBIXOJa B COIMAIbHBIC CETU WU B DJICKTPOHHYIO TOYTY;

5. Ucnonp3y# ToJIbKO 3amuineHHoe coenunenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoau umeHHO "https://";

6. B moOunpHOM Tenedone otknroun ¢yHkiuio "lloakmouenne k Wi-Fi
aBromatuuecku". He momyckaifi aBTOMaTH4YECKOTO MOJKIIOUEHHS YCTPOWCTBA K
cetsim Wi-Fi 6e3 TBoero cornacusi.

CoumnanbHble ceTH

CornmanbHble CETH aKTUBHO BXOJST B HAIly KU3Hb, MHOTHE JIFOJIU paboTaloOT
M )KUBYT TaM IIOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MUUIMAp]] YEJIOBEK,
YTO SIBJISIETCS OJAHOM CEIbMOW BCEX JKUTENEH IJIaHEeThl. MHOTHE MOJIb30BaTENH HE
NOHUMAIOT, YTO MH(OpMAaIUs, pa3MelleHHas UMHU B COLMAJIBHBIX CETAX, MOXKET
ObITh HalJICHA W UCIIOJIb30BaHA K€M YTrOJHO, B TOM YHCJE HE 0053aTEeNIbHO C
0JlaruMu HaMepEHUSIMHU.

OcHOBHBIE COBETHI MO OE30MACHOCTH B COIUATBHBIX CETAX:

1. Orpanuyp crnmcok Jpy3eid. Y TeOs B Jpy3biIX HE JODKHO OBITH
CIIy4alHBIX U HE3HAKOMBIX JIFOJCH;

2. 3ammmai CBOIO YacTHYIO >Xu3Hb. He ykaswpiBaii maposnu, TenedOoHBI,
aapeca, JaTy TBOErO POXIEHUA © JPYryl0 JHUYHYI0  HH(POPMAIHUIO.
310YMBITINIECHHUKU MOTYT UCIOJIb30BaTh Jake MHPOPMAIIHIO O TOM, KaK Thl U TBOH
POAUTEINHN IUIAHUPYETE MPOBECTU KAHUKYJIBL;

3. 3ammmaii CBOIO pemyTalnuio - JEpKA €€ B YUCTOTe W 3a7aBail cebe
BOTIPOC: XOTEI ObI ThI, YTOOBI APYTHE MMOTH30BATEIN BUJIETH, YTO ThI 3aTPyKACIIh?
[Tomymaii, mpex/ie 4emM 4To-TO OMyOJTUKOBaTh, HAIMCATH U 3arPYy3UTh;

4. Ecnu Tl TOBOPHILB C JIKOJbMH, KOTOPBIX HE 3HACUIb, HE MCIOJIb3YH CBOE
peasbHOE MM U JIPYTYIO JUYHYI0 WH(GOPMAIUU: UMS, MECTO JKUTEIhCTBA, MECTO
y4eObl 1 poUee;

5. N36erait pasmemienust pororpaduit B MaTepuere, rue Tol n300pakeH Ha
MECTHOCTH, 110 KOTOPOU MOKHO OMPEACIUTH TBOE MECTOIMOIO0KEHHE;

6. Ilpu peructpanu B COIMAIBHONM CETH HEOOXOAUMO HCIOJIH30BaATh
CJIOKHBIE MAPOJIH, COCTOSIIME U3 OYKB U LU(P U C KOJIMYECTBOM 3HAKOB HE MEHEE

8;



7. Jns conumanbHOM ceTH, MOYTBL M JAPYTUX CaWTOB HEOOXOIUMO
WCIIOJIb30BaTh pa3Hble maposu. Toraa eciau Te0st B3JIOMAIOT, TO 3I0YMbBIIIICHHUKU
IIOJIy4aT JOCTYI TOJIBKO K OJTHOMY MECTY, & HE BO BCE CpPa3y.

JJIeKTPOHHBbIE ICHbI'U

DNEeKTpOHHbIE JEHBIM - 3TO OYEHb YAOOHBIM Ccrmoco0 miaTexeil, OJHAKO
CYIIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH JAECHBIU.

DIIEKTPOHHBIE ICHBI'U MOSABUIIUCH COBCEM HEAABHO U UMEHHO H3-3a 3TOr0 BO
MHOTHUX FOCYyAapCTBAX JI0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHU (YHKIIMOHUPYIOT M O HUX YK€ MPOMUCAHO B 3aKOHE, IJIe
WX pa3JesioT Ha HECKOJbKO BUJOB - AHOHMMHBIC W HE aHOHUMHbIE. PazHuna B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliacTcsi MPOBOIUTH omneparuu 0e3
UJCHTU(DUKAIIMY TTOJT30BATEINsI, @ B HCAHOHUMHBIX UACHTU(UKALIMS TTOTh30BaTEN s
SIBJISIETCSL 00s13aTEIHLHOM.

Taxke cremyeT pa3iaudaTh OdJIEKTPOHHBIE (UATHBIC JI€HbIU (PaBHBI
TOCYJapCTBCHHBIM BajJlOTaM) W DJEKTPOHHbIE He(UaTHBIE JEHBIU (HE pPaBHBI
rOCy/IapCTBEHHBIM BAIIOTAM ).

OCHOBHBIE COBETHI 110 OE30TIaCHON PabOTe C AJIEKTPOHHBIMHU JICHBIAMMU:

1. TlpuBsxu Kk cuery MOOWIBHBIN TenedoH. DTO camblii yIOOHBIA U
OBICTpPBIN  CIOCOO BOCCTAaHOBUTH JOCTYN K cuery. llpuBsizanHbiii TenedoH
MIOMOJKET, €CJIM 3a0yJelnib CBOM IUIATeXKHBIM TapoJib WM 3aiJielllb Ha CaWT C
HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonws3yii opHopa3oBeie maponu. I[locrme mnepexona Ha YCHUIIEHHYIO
aBTopu3aluio Tebe yxke He OyneT yrpoXaTh OMACHOCTh KPaKHU WIM TepexBarta
IJIaTEKHOTO MapoJIs;

3. Boibepu cioxubiii mapoinb. [IpecTynHukam OyAeT HE MPOCTO Yraaarhb
CJIOKHBIN napoib. HanexxHbie mapoid - 3T0 Mapoiau, KOTOPbIE COAEPKAT HE MEHEe
8 3HAKOB W BKJIIOYAIOT B Ce0s CTPOYHBIC W TPOMHCHBICE OYKBBI, ITU(PHI |
HECKOJIbKO CUMBOJIOB, TaKHE KaK 3HaK JoJiiapa, (yHTa, BOCKIUIATEIbHBIN 3HAK U
T.11. Hanmpumep, $tROng!;;

4. He BBOIM CBOY JTMYHBIE JaHHBIE HA CAalTaX, KOTOPHIM HE JOBEPSEILb.

DJIeKTPOHHAS MOYTA

DNEKTPOHHAS MOYTa - 3TO TEXHOJIOTUS U MPEIOCTABIIAEMBbIE €10 YCIYTH IO
MIEPECHIIKE U TOTYUYEHUIO AIEKTPOHHBIX COOOIIECHUH, KOTOPhIE PaCTIPEICIISIIOTCS B
KOMIBbIOTepHOH ceTh. OOBIYHO JJICKTPOHHBIA IMOYTOBBIA SIIUK  BBITJISIUT
CIeyIONMM 00pa3oM: UMsS_TIOJIB30BaTEsI(@WUMsI_ToMeHa. Taxke KpoMe mepeadn
MPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTH TIepe1aBaTh (hailiibl.

OcHOBHBIE COBETHI MO O€30IMacHOM padoTe ¢ IIESKTPOHHOM MOYTOM:

1. Hamo BbIOpaTh mpaBWIbHBIA MOYTOBBIM cepBHC. B HHTEpHETE €CTh
OTPOMHBII BEIOOp OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JYyUIlle TOBEPSATH TEM,
KOO 3HAa€lIb U KTO MEPBBIA B PEUTHHTE;

2. He yka3biBail B IM4HOM nouTe JIMUHYIO uH(popManuto. Hanpumep, myurine
BBIOpaTh "My3bIKaNbHbIA (haHaT@" uiam "pok2013" BmecTo "Temal3";

3. Hcnonp3yli ABYX3TalHYK aBTOPU3ALHI0. DTO KOrJa MOMHMO MapoJs
HY»XHO BBOAUTH KOJ, TPUCHUIAeMbI 0 SMS;



4. Be1bepu CIIOXKHBIN apodib. /{15 KaKI0ro MouTOBOIO SIIIUKA TOJKEH ObITh
CBOU HAJECXKHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Eciu ectp BO3MOXKHOCTb HalMCaTb CaMOMY CBOW JIMYHBIM BOIIPOC,
HCTIOJIB3YH 3TY BO3MOXKHOCTB;

6. Hcnonp3yli HECKONBKO ITOYTOBBIX SIIMKOB. IlepBbId Uil 4acTHOM
MIEPENNCKU C aApecaTaMu, KOTOPBIM Thl JOBEPSCIIb. JTO AIEKTPOHHBIM aJpec He
HaJI0 UCTIONB30BaTh P PETUCTPaLlUU Ha (hopyMax M cailTax;

7. He otkpbiBail Qailnbl U Apyrue BIOKEHHUS B MUCbMaXx, J1ake €CIM OHU
NPUILIM OT TBOMX Apy3el. Jlydille yrouHH y HUX, OTIPAaBISUIM JU OHU TeOe 3TH
(aiiibr;

8. Tlocine oxoHuyaHusi pabOTHI Ha IMOYTOBOM CEPBHUCE MeEpes] 3aKpPhITHEM
BKJIQJIKU C CAaiTOM He 3a0y/b HaxaTh Ha "BeiidTn".

KubepOynimHr wiim BUPpTyaJibHOE U3/1eBaTeIbCTBO

KubepOymmar -  mpeciienoBaHUE  COOOIICHUSIMU,  COJEPKAIIUMU
OCKOpOJIeHMS, arpeccuio, 3aIlyTMBAHUE; XYJUTaHCTBO; COLIMAIbHOE
OOMKOTHPOBAHHUE C TOMOIIBIO PA3IUYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI O 60pbOE ¢ KUOEPOYIITUHTOM:

1. He Gpocaiicst B 60it. Jlyumuii crioco0: mOCOBETOBATHCS KaK CeOsl BECTH H,
€CJIM HET TOro, K KOMY MOXKHO OOpaTUThCs, TO BHAuYaje YCIMOKOUThCA. Eciu Th
HaYHEeIllb OTBEYaTh OCKOPOJICHUSIMH Ha OCKOPOJEHHS, TO TOJIbKO eIe OOoJbIie
pa3oiOKeIb KOH(IIUKT;

2. Yrpasisiit cBoel kubeppernyTranuei;

3. AHOHUMHOCTH B ceTd MHHMas. CyIIECTBYIOT CIOCOOBI BBIICHUTH, KTO
CTOWT 332 aHOHUMHBIM aKKayHTOM;

4. He cTOMT BEeCTHM XyJWUTaHCKUN 00pa3 BUPTyanbHOH >ku3HH. MHTEpHET
¢ukcupyeT Bce TBOM JEHCTBUS M COXpAHAET UX. YJaIUTh UX OyIeT KpaiiHe
3aTPYJHUTEIBHO;

5. Cobmroait CBOIO BUPTYAIbHYIO Y€CTh CMOJIOAY;

6. Urnopupyii enuuHuuHbli HeratuB. OIHOPAa30BbIE OCKOPOHUTEIbHbBIC
cooOmIeHusT Jydiie urHopupoBaTb. OOBIMHO arpeccus TMpeKpamiaerca Ha
HayvaJbHOM CTaJ UM,

7. ban arpeccopa. B mporpamMmmax odMeHa MTHOBEHHBIMU COOOIIEHUSMH, B
COLIMATBHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIPABKH COOOILIEHUH C
ONPENIEIICHHBIX aPECOB;

8. Eciu Th1 cBUAeTeNnh KuOepOysummara. TBOM NEWCTBUS: BHICTYIHUTH IPOTUB
IpeciaeaoBaTes, MoKa3aTb €My, 4YTO €ro JIEHWCTBUSA OLIEHHMBAIOTCS HEraTUBHO,
MOJJIepKaTh KEPTBY, KOTOPOW HY)KHA ICHUXOJIOTMYECKas IOMOIlb, COOOIIMTH
B3POCIIBIM O (paKT€ arpecCUBHOIO ITOBEJICHUS B CETH.

MoOuabHbIN Teae(oH

CoBpemeHHbIe cMapTHOHBI U TUIAHIIETHI COJIEPKAT B ce0€ BIOJIHE B3POCIIbIi
(yHKIMOHANI, W TEnepb OHM MOTYyT KOHKYPUPOBATh CO CTAllMOHAPHBIMHU
KoMIbtoTepaMu. OHAKO, CPEACTB 3AIUTHI JIJIsl MOJOOHBIX YCTPOMCTB IMOKA OYEHb
Maio. TecTnpoBaHME W TIOMCK YSI3BUMOCTEH B HHUX IPOUCXOIHAT HE TaK
MHTEHCUBHO, Kak 11 1K, To ke camoe kacaeTcst 1 MOOUIIbHBIX MPUITOKEHHUH.



CoBpeMeHHbIE MOOWJIbHBIE  Opay3epbl YK€ NPAKTUYECKH JOTHAIU
HACTOJbHBIE aHAJIOTH, OJHAKO pacliupeHre ¢GyHKIMOHAIA BJIEYET 3a COo0oH
OOJIBIIYIO CI0)KHOCTh ¥ MEHBIIYIO 3aIUIIEHHOCT.

Jlaneko He Bce MPOU3BOAMUTENM BBINYCKAIOT OOHOBIICHHUSA, 3aKpBIBAIOLIUE
KPUTHUYECKUE YA3BUMOCTHU JIJI1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JJIs1 0€30MMaCHOCTH MOOUIILHOTO TeleoHa:

Huuero He sBnsgercs mo-HacTosimeMy OecruiaTHbIM. Byap ocTOpoO’keH, Bellb
Korja tebe mpejiararoT 0ecIuiaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO TUIATHBIE YCIYTH;

Hymaii, npexae uem otnpaButb SMS, ¢oro unu Buaeo. Thl TOUHO 3HAEIID,
r7ie OHU OYyJyT B KOHEYHOM UTOTE?

Heo0xon1mMo 0OHOBIISATH OMEPAIIMOHHYIO CUCTEMY TBOETO cMapT(OHa;

Ucnonw3yii aHTUBUPYCHBIE MPOTPAMMBI JIJIsI MOOWIIBHBIX TEIE(OHOB;

He 3arpyxaii npunoxeHusi OT HEU3BECTHOIO MCTOYHUKA, BEIb OHU MOTYT
coJiepKaTh BPEIOHOCHOE MPOrpaMMHOE 00ECIICUECHHE;

[Tocne Toro kaxk THl BBIWJEIIL C cailTa, T/Ie BBOAWI JIMYHYIO MHGOPMAIIUIO,
3aiiIM B HACTPOMKHU Opay3epa u yaanu cookies;

[Tepuonnydecku nMpoBepsii, KaKUe IMIATHBIE YCIYTM aKTUBHUPOBAHbI HA TBOEM
HOMEDE;

JlaBaii cBOil HOMep MOOUIBHOTO TenedoHa TOJBKO JIOASM, KOTOPBIX ThI
3HAEIIb U KOMY JOBEPSEUIb;

Bluetooth momxkeH ObITH BBIKIIIOYEH, KOT/Aa Thl UM HE MoJsb3yemibea. He
3a0bIBail MHOTIA TPOBEPATH ITO.

Online urpsI

CoBpeMeHHBbIE  OHJAWH-UTPBI - O3TO  KpacouyHble, 3aXBaTbIBAIOIINE
pa3BieyeHus, OOBEAMHSIONIME COTHU THICSY YEJIOBEK MO Bcemy mupy. Urpoxu
UCCIIENYIOT MAaHHBIM UM MHp, OOIIAIOTCS APYT C APYTOM, BBITIOJHSIOT 3a/JaHMUS,
CpakaloTCd C MOHCTpaMU U TOJIy4YalOT ONBIT. 32 YIOBOJIBCTBUE OHU ILJIATAT:
MOKYTAIOT AUCK, OTUIAYMBAIOT a00OHEMEHT HJIM MIPUOOPETAIOT KAKUE-TO OIIIUH.

Bce atH cpenctBa uayT Ha MOAAEPHKAHUE U PA3BUTUE UTPBL, a TAKXKE HA CaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMBI aBTOPHU3AllUU, BBIMTYCKAIOTCS HOBBIC
natuu (upoBbIC 3aIUIATKU JJIS IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX Wrpax CTOWT oOmacaTtbCcsi HE CTOJIBKO CBOHMX COIEPHHUKOB,
CKOJIBKO Kpa)Xd TBOErO MapoJisi, Ha KOTOPOM OCHOBAaHA CHUCTEMa aBTOPU3ALNU
OOJBIIMHCTBA UTP.

OcCHOBHBIE COBETHI IO O€30MACHOCTH TBOETO UTPOBOTO AKKAYHTA!

1. Ecu apyroi urpok BeneT cels II0X0 WM co3aacT Te0e¢ HeMPUITHOCTH,
3a0JIOKUPYH €ro B CIUCKE UTPOKOB;

2. lloxanylics aJIMUHHCTpPATOpaM WIPHl HA IUIOXOE MOBEICHUE 3TOrO
UTPOKa, KEJIATEeNIbHO MPUJIOKUTh KAKUEe-TO JOKa3aTeIbCTBA B BUAE CKPUHOB;

3. He yka3bIiBaii TuuHy0 HHPOpMAIKIO B Tpo(aiiie urpsol;

4. YBaxkal Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBait HeoduImaabHbIe TATYU U MOJBI;

6. Mcnionb3yii CIOKHBIE U pa3HbIE NAPOJIH;



7. Jlaxke BO BpeMsi UTPbl HE CTOUT OTKJIIOYaTh aHTUBHpYC. [loka TbI
Urpaelilb, TBOM KOMIIBIOTEP MOTYT 3apa3uUTh.

@OUIIMHT WM KPaKa JUYHBIX JAHHBIX

OObIYHOM KpaKkel JIEeHeT W IOKYMEHTOB CETOJHS YK€ HUKOrO HE YJIWBHIIIb,
HO C pa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3JIOYMBIINUICHHUKA MEPEMECTUINCh B
MHTEPHET, U MPOJIOJIKAIOT 3aHUMAThCA "MI0OUMBIM" 1€JIOM.

Tak mosiBMJIach HOBasl yrpo3a: WHTEPHET-MOIIEHHUYECTBA WX (DUILUHT,
IJIaBHAs 1IeJb KOTOPOTO COCTOMT B MOJYYEHHH KOH(PUICHIUAIBHBIX JTAHHBIX
MoJIb30BaTeNiel - JTOrMHOB U maposeil. Ha anrnuiickom si3bike phishing uurtaercs
kak ¢umuHr (ot fishing - peiOHas noBis, password - mapoJib).

OcHOBHBIE COBETHI IO OOpbOE C (PUITUHTOM:

1. Cnenu 3a cBouM akkayHToM. Eciu Thl mojio3peBaeiiib, 4TO TBOS aHKETa
Oblla  B3JIOMaHa, TO HEOOXOJMMO  3a0JIOKUpOBAaTb €€ U COOOIIUTh
aIMUHUCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Ucnonw3yii 6e30macHbie BeO-CalThl, B TOM YKCJIC, MHTEPHET-Mara3uHoB U
MTOMCKOBBIX CHCTEM;

3. Ucnonb3yil crnokHble U paszHble mapoiu. Takum oOpazom, ecinu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA TIOJy4aT JOCTYN TOJIBKO K OJHOMY TBOEMY
poUITIO B CETH, a HE KO BCEM;

4. Ecnum Tebs B3jOMaiM, TO HEOOXOAMMO TPEAYNPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE OOABIIEHBI y T€0s B JIPY3bsAX, O TOM, YTO Te€Os B3JIOMAJH H,
BO3MOKHO, OT TBOETO UMEHHU OY/IET pacChUIaThCsl CIIaM U CChUIKM Ha (DUIIMHTOBBIE
CaANTHI;

5. YcranoBu HagexHbIi napoib (PIN) Ha MoOuIbHBIN TenedoH;

6. OTKITIIOUM coXpaHEeHue mapoJs B Opaysepe;

7. He oTkpbiBail ¢aiiiabl U Apyrue BIOKEHUS B MHChbMaxX, JaXKe €CIM OHH
NPUILIH OT TBOMX JApy3eil. Jlydille yTouHM y HHUX, OTHPABISUIA JIU OHH TeOe ATH
(babI.

MudpoBas penyranus

[Hudposas penytamusi - 3TO HEraTUBHAsA WX MO3WTHBHAs WHGOpMAIHs B
cetu o Tebe. Kommpomerupyromas wHpoOpMaIus, pa3MelieHHas B HWHTEPHETE,
MOXXET CEphE3HBIM 00Pa30M OTPa3UThCS Ha TBOEH peanbHOU xu3HU. "lludponas
penytanus" - 5T0 TBOH UMUK, KOTOPBIM QopmMupyercs u3 uHpopmanuu o Tede B
HUHTEpHETE.

TBoe MecTo KHUTENbCTBA, Y4eOBl, TBOE (UHAHCOBOE IIOJIOKCHHE,
O0COOEHHOCTH XapaKTepa M paccKas3bl O OJIM3KUX - BCE 3TO HAKAIIJIUBACTCS B CETH.

MHorue mnoApPOCTKH JIETKOMBICIEHHO OTHOCATCS K NYOJHMKAlUM JIMYHON
nHpopmaruu B MHTEepHETE, HE MMOHMMAasi BO3MOXKHBIX MOCIEACTBHM. ThI gaxke He
CMOJKEIITb JA0TafaThCcs O TOM, 4TO doTorpadus, pa3MenieHHas 5 JIeT Ha3aj, cTaia
MPUYUHON OTKa3a MPUHSTH TeOsl Ha padoTy.

KommenTtapuu, pazmenienre TBoux pororpaduii u Apyrue IeMcTBUS MOTYT
HE HCYE3HYTh Jake IMOCJE TOro, Kak Thl UX YyJaldulib. Thl HE 3Haellb, KTO
COXpaHWUJl 3Ty HUH(OpMalMio, TomNaja JIM OHAa B TIOUCKOBBIE CHUCTEMBI H
COXpaHWUJIaCh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeO€ OKpYyXKalollHhe JIIOIH,
KOTOpbIe HAaWAyT U yBUIAT 3To. HaliTu uHpOpManui0 MHOTO JIET CIYCTSI CMOXET



J000M - KaK U3 A00pbIX NOOYXKJIEHUM, TaK U C HAMEPEHUEM MTPUUYUHUTD Bpel. ITO
MOXET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI MO 3alIUTe HU(POBOM permyTanuu:

1. ITogymaii, mpexxe yeM 4To-To MyOIMKOBATh U NepeaaBaTh y ce0s B Oiore
WJIN B COLMAJIBHOM CETH;

2. B Hactpoiikax nmpoduiisi yCTaHOBH OTPaHUYEHHS] HA MPOCMOTP TBOETO
poduIst U €ro COJEPKUMOTro, cliejai ero ToIbKO "miis npy3eu”;

3. He pa3memiaii u He yka3blBail HHPOpPMAIHIO, KOTOpasik MOXKET KOro-iudo
OCKOPOJIATH WIJIK OOMXKATh.

ABTOpCKOe NPaBo

CoBpeMeHHBbIE IIKOJIBHUKA - aKTHUBHBIE TMOJb30BaTeNM  LHUPPOBOTO
npoctpancTBa. OpHAKO JajJeKo HE BCE 3HAIOT, 4YTO IOJIb30BAHUE MHOTHMHU
BO3MOXKHOCTAMM  1udpoBoro  Mupa TpeOyeT  coOJIoJeHuss TMpaB  Ha
MHTEIJIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMun "uHTEMIEKTyalbHAsE COOCTBEHHOCTH"' OTHOCHUTCA K Pa3JIMYHBIM
TBOPEHMSIM YE€JIOBEYECKOTO yMa, HauyMHAsg C HOBBIX H300pPETEHH W 3HAKOB,
0003HayaroIMXx COOCTBEHHOCTh HA MPOJIYKTHI M YCIYTH, U 3aKaHYMBask KHUTAMH,
dotorpadusimu, KUHODUITBMAMU U MY3bIKAJIbHBIMU TPOU3BEACHUSIMHU.

ABTOpCKHE TMpaBa - ATO MpaBa HA MHTEJUIEKTYallbHYIO COOCTBEHHOCThH Ha
NIPOU3BEICHUS HAYKH, JINTEPATyphl U UCKyCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B
KayecTBE TapaHTUU TOTO, YTO HWHTEJUIEKTYaJbHBIN/TBOPUECKHUN TPyl aBTOpa HE
OyIeT HampacHbIM, JacT €My CIpaBeIJMBble BO3MOXKHOCTH 3apaboTaTth Ha
pe3ysibTaTax CBOETO TpyJa, MOJYyYUTh HM3BECTHOCTh M Mpu3HaHue. Hukro 0e3
pa3pelleHus aBTOpa HE  MOXET BOCIPOM3BOJIUTH €r0  IPOU3BENICHHE,
pacnpocTpaHsaTh, MNYOJIMYHO JEMOHCTPUPOBATh, NPOJaBaTh, HMIIOPTUPOBATH,
MyCcKaTh B MPOKAT, MyOJWYHO HCIOIHATH, MOKA3bIBATH/UCHIONHATh B AUpE WIH
pa3memiath B MiHTepHETE.

Hcnons3oBanne '"muparckoro" MpOrpaMMHOTO  OOECIICUCHHS  MOXKET
OPUBECTH K MHOTMM pHCKaM: OT NOTEPH [OAaHHBIX K TBOMM AaKKayHTaM [0
OJIOKUPOBKU TBOETO YCTPOWCTBA, IJie YCTAHOBJICHA HeJerainbHas mporpamma. He
CTOUT TaKXe 3a0bIBaTh, YTO CYIIECTBYIOT JIETaJIbHbIE U OECIUIATHBIE ITPOrPaMMBlI,
KOTOpBIE MOYKHO HalTHU B CETH.

O nmopraJie

CereBU4OK.pQ - TBOM IIaBHBIA COBETUHMK B CETH. 3/1€Ch Thl MOXKEIIb y3HATh
0 0€30MacHOCTH B CETH MOHATHBIM U JOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHHUH
KPUTUYECKON CHUTyallud OOpAaTUTHCS 3a COBETOM. A TakKe NPUHATH Y4acTHE B
KOHKYpCaX U CTaTh CaMbIM ITU(GPOBBIM I'PakIaHUHOM !



